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What it is
 Why now

Practical limits
* New approaches

e Qur contribution

Voltone del Podesta, Bologna

“All you need to make a movie is a girl and a gun”
Jean-Luc Godard

“All you need to make info secrecy is a log and a lim”
Sergio Verdu



UNIVERSITA

4 ,‘ DEGLI STUDI . 1c 1
N \H'\ FIRENZE Physec. What IS |t?
* In traditional systems, reliability Apoieaion T ——
is guaranteed by channel coding
. . Transport Secure Sockets Layer
at the physical layer, while
secu rity iS ensu red by encryption Network Virtual Private Networks (|P89C)
protocols at the upper layers Link Admission control (e.g.WPA)
e Physical layer security aims at Physical Physical-layer security ?

exploiting the randomness
inherent in noisy channels to
provide an additional level of
protection at the physical layer

* Crypto VS PhySec
* Crypto: | demodulate, but | don’t
understand the message

* Nowadays, many results from * PhySec: | don’t even demodulate
information theory, signal «  PhySec does not rely on
processing, and cryptography assumtpion of limited
suggest that there is much computational power of the
security to be gained by attacker
accounting for the imperfections * PhySec: Security can be measured

of the physical layer when
designing secure systems
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e Computing devices shrinking and
becoming more capable

* Networks becoming ubiquitous
e Users becoming more mobile

e Content becoming active

» Context-aware applications and
services

 New terminal technologies
* Flexible spectrum management

e Dynamic reconfiguration
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e Shannon (‘50)

— Perfect secrecy
— Noise-free channels (worst case)

 Wyner (‘70)
— Noise can be useful
— Wiretap channel
— Secrecy capacity

* Today
— Interference can be useful

— From link to network secrecy
— How to (practically) implement a PhySec system?
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* M = message from Alice to Bob

K = secret key used to encrypt M
— Common secret between A and B Necessary condition: H(K) > H(M)

X = codeword
Noise-free channels (worst-case)

Perfect secrecy: | H(M|X) = H(M)

HX|Y) Equivocation

PN

Entropy Mutual information
H(X) > I(X;Y)

I(X;Y) = H(X) - H(X|Y) bit/symbol
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e A

» EVE

If K is uniform, then X=M @ K is independent of M and uniform

» As many key bits as message bits Bob can recover the
message by subtracting
» Perfectly uniform key (Modulo-|M]) the key K

» Key distribution problem Evelhasimuitial

] information [(M;X) =0
One-time pad .
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 Channels are noisy [(l/n)]HI(MIZ” o7, (l/n)H(M)}

* No a priori common secret

* There exist channel codes asymptotically guaranteeing both an arbitrarily
small error probability at the intended receiver and secrecy.

Po(Cp) =P{M £M} =¢ lim I(M,Z™) =0

n—oo

* The maximum achiavable transmission rate is called secrecy capacity.

* |f the observation of the eavesdropper Z" is noisier than the one of the
legitimate receiver Y" a strictly positive secrecy capacity is achievable.
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Theorem (Wyner)

The weak rate-equivocation region of the wiretap channel is given by
C .

R = UR(;-J;()._ where
Px

R(px) ={(R.R,) | 0<R, <R<IXY), 0<R <IX:Y|Z)}

R,
) CY¥ = sup{R| (R,R) € R®}
(D Ch 474 )

I
I
/\m‘ Full secrecy rate
| h No secrecy guaranteed
| \R/‘ for remaining fraction
0 I(X;Y]Z)  LXY) of rate

9
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Information rate
Corollary conveyed to
legitimate user

Cs = max[(X:Y|Z) = max (I(X;Y) — I(X; Zj\ Information rate
Px PX leaked to the
eavesdropper

= C; > max[(X;Y) —max[(X;Z) = C, — C,
Px Px

If Z=Y (Eve obtains the same observation of Bob) then I(X;Y|Z)=0and C,=0

- Information-theoretic security cannot be achieved over noiseless channel
without secret keys (Shannon)

10
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EZE(XF) <P N{ ~ N(0,07)

2\ + * Unlike the capacity, the secrecy capacity is not
- L, o L
Iim Cs = (— log —) unbounded when the Power goes to infinity

e Secure communication is possible only if Bob
has a better SNR than Eve.




Fading can be exploited too

n n
‘Sm Nm
— -0 =3
— g—)e—) Eavesdropper

A A
st N

» Fading can be exploited in opportunistic way

» lllustration: time variations of fading gains

main channel
== == ggvesdropper’s channel

advantage over
eavesdropper P,,:(R.)=Pr(C. <R.)

Fading level

>

Out babilit
Time utage probability

» Eavesdropper could have better SNR on average
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Cs — C 1
H(B:X ( og

I, + = HyQxHY'| — log I, + H.QxH/

over all the covariance matrices Qx which satisfy the power constraint Tr(Qx) < P.

Hg and H are iid CN(0,1)

* The secrecy capacity is strictly positive only Ly
if Alice can beamform the signalsin a

direction for which Eve obtains a lower SNR 0.4 f
than Bob :

* Secrecy capacity is positive as long as Eve
does not deploy too many antennas
compared to Alice and Bob

— Single receiving antenna for Bob (o = 0):

Cs > 0 if Eve has fewer than twice as many
antennas as Alice

— Single transmit antenna for Alice ( = 0):
Cs > 0 if Eve has fewer antennas than Bob

Tt /T

C_cr;VHMO > O

p

o= 7’.’,1-/‘?’1-6
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* Classical metrics (C,.., P,,) designed
to quantify security of a single link

* My channel must be better than
Eve’s one 0

— Every method that makes Eve’s o
channel worse canleadto Cs >0

Trasmettitone

e Cooperative relay
* Artificial noise injection s
* Friendly jamming

* Game theory

e (some) Knowledge about Eve is
needed (!)

— Eve is there

— Eve’s channel is known or can be Trasmettitore Nod dl “afuto” / Ricevitore
e Sti m ate d Ascoltatore
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Network intrinsic secrecy

— Exploit interference

— New metric for measuring how much secure is a (large) network
— Only stochastic knowledge of malicious nodes positions

— Different strategies for optimization (secrecy outage protocol)
Secrecy pressure

— New metric for measuring how much secure is an arbitrary environment
— No need to know malicious nodes positions

— Different strategies for optimization

Watermark-based security

— Exploit watermark to implement an advantage over Eve

— No need to know Eve’s position

— Watermark is a common secret

Noise-loop modulation

— Eavesdropping impossible

— No assumptions on Eve

— Data rate is low



Network intrinsic secrecy

* Interference normally undermines communication reliability
 Interference can help communication confidentiality

Network intrinsic secrecy: information confidentiality achieved by

network coordination that exploits the physical characteristics of the
communication, e.g.,the interference.

e Secrecy in large-network scenario

e Spatial models for wireless networks

 Network secrecy metric

 How to operate a confidential communication in a large-network
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erference sources

Signal-to-interference-plus-noise ratio: 7, , = QbPOH“’“ dB
Du,v('” + NO)
; . POHq,v ’ .
Aggregate interference: l, = Z DT dB Interferers’ set: 7,
quv q,v
Link capacity: Cuw=0(Zyy) =logy(1+ Z,,) bit/s/Hz

Secrecy capacity: Csee =Cap—Cap bit/s/Hz
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- Legitimate users and the eavesdroppers are O o s
randomly located over a large geographical area
according to some probability distributions.

« The secrecy graph, as a graph-theoretic
approach, is introduced to study the connectivity
properties among the legitimate users of the
network.

— It characterizes the existence of connection with perfect ) Y
secrecy between any two legitimate users.

« It considers concurrent transmissions between all
the legitimate links and gives a mathematically I
tractable measure on the achievable network // e
throughput with a given secrecy requirement. e @ B

N 3 .

 The simplest yet most important model in f |
Stochastic Geometry is the homogenous S N ﬂ S S
Poisson point process (PPP). = TR
— A homogenous PPP in 2-dimensional space roughly e e
means that all nodes are randomly located inside the :
network according to a uniform distribution. rrT R, @ S e
— It is completely characterized by the constant intensity rT
parameter A. In

- Specifically, the value of A gives the average number of
nodes located inside a unit volume in the n-dimensional §3 Dadbonumuanios > legitimate link
Space- . legitimate receiver - - - eavesdropping link
. eavesdropper T Z—»  aggregate interference




Stochastic geometry

 The performance of wireless networks strongly depend on
node positions (friends and enemies)

* Node position are subject to uncertainty and thus need to be
modeled as a spatial stochastic process (point process)

* The secrecy performance of the network varies with the

receiver selection policy: *1Ts
Ils
— nearest neighbor, * ERs
x K%
— max SINR or .,
* ot}* ‘.
—random * ¢
XL
_|_
R = Eo{Ro i} = Bz, { Bz, { [c (Zos) = ¢(Zo)] " }}

:/O c(Y)Fz,.(Y) fz, (Y dy—// %) 5., (%) fz,  (y)dady

Ry < Rjrq=

=l
|
o
VS
N
=l
N——"
|
)
VS
N
e
N—"
| |
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e Consider a target secret information rate R,

e A transmitter send such a rate only if the SINR is above a
threshold p* (secrecy protection ratio)

* The probability of such an event to happen is
Probability to transmit confidential information: P, (N*) — P{Zj P> ,U*}
e The threshold 1" is chosen such that the secrecy outage
probability p,, is below a tolerable value P, ,i.e.

/’L* = arg m%\}/l{ Plt(/’b) Wlth M — {,LL . PSO(M) S Ps*o}
ne

Pso(:u) = P{C(ZQJ) > C(ZO,E) — RS|ZO,E > ,U} S —

p+1
2R

B P i =0 = Fae+ [, P00 = D )
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Maximum secrecy rate Maximum tolerable SOP

* Need the global knowledge of the * Need a global knowledge of the
legitimate and eavesdropping network legitimate network only, and a

* Always transmit at a confidential stochastic knowledge of the
information rate that depends on the eavesdropping network.
instantaneous network condition e Transmit confidential information at a

* The metrics based on this technique fixed rate only if the legitimate
secrecy performance but the sufficiently favorable.
communication operation is not * |t provides a practical and systematic
practical. network operation.

We designed a practical protocol to operate confidential communication assuming
only stochastic information about eavesdroppers.

We showed that is possible to design interfering engineering strategies based on
legitimate nodes coordination to impair the eavesdropping channels without
damaging the legitimate ones and, hence, maximize the secrecy performance.
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Channel
: [Alice] . =", [Bob]
* Secrecy capacity Nodei B e g Node

~
~

(x;,y;) \\ “:(leyj)

Cv 1 l 1 i PB : . \\“\ : :- klkl

= — log AN S '
B 9 5 A'V() + IB Interfér,ihg" \r\\": ey A dy

Nodeik { (% © @ @ >Soec— 7 7l
1 pp S S R G 1]

Celx = — loo 1+ - Z i I \“ =

F( y) 2 b( \()+IL) ity k=2 ! (X,V)

Surface -

S

* Secrecy Pressure ;

1
Pseec = — // C‘SEC(I! y)dl‘dy .
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interferer

-4 -2 0 2 4

Secrecy map over the surface S when the optimization
problem is solved respect to the position of the additional
interfering node (flasher).

Flasher power [dB]
0

Secrecy map over the surface S when the optimization
problem is solved respect to the power of the additional
interfering node (flasher).
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e mmmmme e JAMMING

e Spread-spectrum watermark +
narrow-band host signal

L ol e ——.

* Self-jamming at the receiver T smome 2—
UNJAMMED
SAMPLES BOB
e Watermark is used to correct EEEEEN
Jammed symbols at legitimate B v—
receiver SYMBOL
- Advantage on Eve JAMMING HOST
NOISE AT RECEIVER
* Full secrecyrate AW~ WATERMARK NOISET ey
 Watermark is a shared secret Sy JAMMING — | L2
S
& Bgs
| I ’g JAMMING
EVE |
—— AT RECEIVEFE
JAMMING
HOST
— _/ ____ - WATERMARK
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Outage probability of C, versus y,, for
different Eve’s positions along the line
that connects Alice with Bob.

—_
(=]

v" Figure depicts a region around Bob,
i.e. a medical device, in which the
secure communication occurs.

v’ The size of this region depends on
the acceptable Pout, e.g., when it is
lower than 0.3.

o
!

Distance [m]

-5

-10

_ 1+ & i 1+0¢"/]7‘) 5 . ~
P, _1_/// p(L+&vyjr)— q6<1+ﬁve e~Se—Pe-Baadsdf =

1 q+1
=1- e —qﬂ( ) Vie(VirP + Yjr + 1) = 7jrq) =
(VjeYirP + Yie = Vird)? ( Ve Oiel0s g+ 1) = %rd)

Q<<q+1>(vjrp+1>

il ) <7je7jrp — (Vje + Dvjra + %e) + Yje(VieVirD + Vie — wq))
Ir



Noise-loop modulation

* |nformation is modulated with
thermal noise

Channel
Delay

* Closed-loop transmission
— Low data rate

e Bob can recover information from
autocorrelation function

— To recover one symbol, the other

must be known -

n(t) =Y (bibyayon)ny (1 =2j,) + Y (bibroy o) braomy (i — (2j+1)7,)
j=0 j=0

| Channel
| Delay

e Eavesdropping is not possible
— No HPs on Eve position or conditions

w,(n)
X4(n)
Terminal 1 Del {— Terminal 2 . _ . HH
(Alice/Bob) _ﬁ% e (b Ryp) =1 —> Reliability
yi(n) XN
w,(n) Delay
220 yyn) .
[ gemmazg  1(b,; R ;) =0 > Security
(Eve) y

1

w;(n)
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S ETNS

Q Field tests done with the
piresa | T Ministry of Defense

Eavesdropping
Legitimate Tx l T3 (Eve) T~
t—o— ° °
\ e € < Noise-Lzzp , \ g = = \% T1 (Alice)
- -
- ° °

Active Attack‘ NOise-Iike ° ?

T2 (Bob)

RX signal @11

T Ll

Sample value

15
Sample number

* Eavesdropping is not possible, no matter the computational power of the attacker
e Only low date rate services
e DoSis still possible
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e Security in Molecular Communications

— Which is the security limit when information is carried by particles?
* Energy cost of PhySec

— How much energy has to be spent for security?

— Joint optimization of energy and secrecy
* Resource management to provide PhySec

— Which is the best association between BSs and UEs if security users
are present in the cell?

— Which is the best resource allocation (time, frequency, space)?
 Anomaly detection

— How to detect an attack by analysing the physical characteristics of
the received signal?
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Secrecy Capacity in MolCom

Source . AN Destination
: o0 | :
of - | o' - of
Messages o ° \\ o, Messages
i L i
® ® :
: @ :
: d ® i
., Transmitter Channel Receiver &
...ll llllllllllllllllllllllllllllllllllllllllllllllllllllll l““

Closed-form mathematical
expression of information

leakage and secrecy capacity
of an MC system based on
free molecules diffusion.

8
Secercy Capaciy [bitisec]

U

8
Secercy Capacity [bit/sec]

0 1 2 3 4 5
x[m] %104

Py =2e-12 W, rgg = rge = 10 nm, B=20Hz

~ . - °
'Y e
i B Y @ °
‘“a._‘. ® ®
° e
-

Double B

=

Double rgg

X

Py=1e-12 W, rpg = rge = 10 nm, B=40Hz

4
5 x10

™ 200

180

x[m] =107

Py =1e-12 W, rgg =20 nm, rge= 10 nm, B=20Hz



Applications of PhySec

 Where low complex nodes
are involved

Different types of communication systems

5G mm-Wave
— In- and On-Body networks _
. . 5G Non-Orthogonal-Multiple-Access (NOMA)

— Internet of Bio-Nano-Things Index Modulation Based Systems
— Wireless sensors network / Visible Light Communication (VLC)

IOT/ RFID Smart Grid and Power Line Communication (PLC)
— D2D Internet of Things (IoT)

. . Body Area Networks (BAN) and In-Vivo

* Critical services Vehicular and VANET

— e-payment Cognitive Radio (CR)
— High sensitive data short- Radio-Frequency Identification (RFID)

range transfer (e.g. health) Ultra-Wideband (UWB)
— Autonomous vehicles / robots Device-to-Device (D2D)

Unmanned Aerial Vehicle (UAV)

Set of mechanisms that exploit the properties of the physical layer to make an
attacker’s job harder.

Physical layer security provides an additional layer of security which is not yet
implemented in communication networks.



DLed(qu) Application scenarios

Sensors
Actuator

Sensors
Actuator

-
I, V2| Communication

-
-
O
s % b

(000MmL

-
-~
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Network -
Servers -
ﬂ On Body Sensors
BAN ’
Emergency services

Eve

V2V Communication
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